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3. Overview

3.1 Purpose 
A revised Risk Identification GwOS was approved by TAC on 7/03/2018 and the STOC on 24/07/2018. The GwOS outlines the risk identification process (i.e. bottom up and top down processes) and reporting requirements that GHO and BUs must follow when identifying all material risks that they may be exposed to. It is a requirement in section 4.6 of the Risk Identification GwOS that a Risk Identification Methodology Specification (“Meth Spec”) document be produced as part of each bottom up risk identification exercise (i.e. on at least an annual basis).   

3.2 Risk ID GwOS Requirements
The Risk ID Meth Spec must satisfy the following requirements (as stated in section 4.2 of the Risk ID GwOS) so that the output:

1. Identifies all risks to which the business is exposed,
· all risks in the BU risk universe, including emerging risks, gross of any risk-mitigating hedging or reinsurance; 
· is not constrained by current modelling capabilities; 
· covers all lines of business and

· identifies, assesses and documents risks at a level of granularity that is consistent with the ability to classify risks according to the GRF categorisation and, where the risk is to be modelled in the ICM, ensures an appropriate risk driver can be established.
2. Categorises the risks according to the Group Risk Framework (as stated in section 4.3 of the Risk ID GwOS);

3. For each risk identified, establishes the materiality of the risk and the quantitative assessment used to determine materiality (including assessments where a risk is deemed to be neither material nor modellable) and if the risk should be modelled in the ICM taking into account:
· Whether the risk is quantifiable and it is appropriate to hold capital for the risk, (as stated in section 4.4.1 of the Risk ID GwOS);
· The materiality of the risk given by the thresholds below: (as stated in section 4.4.2 of the Risk ID GwOS)
	Materiality
	Estimated Undiversified ECR

	High
	ECR ≥ £100m 

	Medium
	ECR between £20m and £100m

	Low
	ECR between £5m and £20m

	Immaterial
	ECR < £5m 


· Whether the risk is required for the calculation of the standard formula SCR (as stated in section 4.4.3 of the Risk ID GwOS).
· Risk management processes and / or other risk mitigation techniques to ensure that risks which are not modelled are able to be managed (e.g. risks not modelled because it is not appropriate to hold capital for the risk) as stated in section 4.4 of the Risk ID GwOS.
· The interdependencies between risks (as stated in Article 44 of SII Regulation). 

4. Only where relevant: record the input for unavoidable market risks (as stated in section 4.5 of the Risk ID GwOS).
5. Record the information above and sign off in the Risk Driver Record and Risk ID Methodology Specification (as stated in section 4.6 of the Risk ID GwOS).
3.3 Responsibilities

As outlined in the Risk ID GwOS, Group Risk is responsible for facilitating the identification of the GHO central company entity risks, as well as coordinating the completion/revision of the Risk Driver Record, by Group Finance, if it is deemed necessary to include new or revised risk drivers as a result of the updated GHO Risk ID Methodology Specification. Group Risk is responsible for the production, completeness and consistency of the GHO Risk ID Methodology Specification and will delegate responsibility for producing different components with subject matter experts, as appropriate.
4. Scope and Coverage of Risk ID Exercise
4.1 GHO Central Companies under Scope
Group Secretariat provided the Prudential Group Structure information as of May 2018, enabling the identification of GHO entities subject to the risk identification assessment. The following GHO entities (coloured blue) are under scope in 2018:
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	Abbrv.
	Entity
	Main Activity

	PLC
	Prudential plc 
	Ultimate holding company of Group

	PUSH
	Prudential (US Holdco 1) Ltd
	Holding company of Brooke Holdco 1 (BH1)

	PHL
	Prudential Holdings Ltd 
	Holding company of PCHL and bears Asia RHO costs

	PCHL
	Prudential Corporation Holdings Ltd
	Direct holding company of most Asian businesses

	PGHL
	Prudential Group Holdings Ltd
	Holding company of Group's GHO subsidiaries

	Furnival
	Furnival Insurance Company PCC Ltd
	Group captive financial lines insurance company

	PSL
	Prudential Services Ltd
	Service company for GHO

	PAHL
	Prudential Africa Holdings Ltd
	Holding company of the Group's African subsidiaries

	PCAHPL
	Prudential Corporation Australasia Holdings Pty Ltd
	GHO finance company

	PSP
	Prudential Staff Pensions Ltd
	Company that manages the UK staff pensions

	PISP
	Prudential International Staff Pensions Ltd
	Company that manages Group pensions

	PIPS
	Prudential IP Services Ltd
	Company that owns all intellectual property rights for the Group

	P5
	PrudentialFive Ltd
	Previously Egg Plc, renamed to PrudentialFive

	Holtwood 
	Holtwood Ltd
	Previously owner of 50% of the 12 Arthur Str.

	Livicos
	Livicos Ltd
	Previously owner of 50% of the 12 Arthur St. property

	M&G Pru
	M&G Prudential Ltd
	Newly created holding company

	HH1
	Hyde HoldCo 1 Ltd
	Newly created holding company


4.2. The Group’s interconnectivity of services and transactions

The Group’s interconnectivity of services and the main intra group transactions are presented in Appendix G – J. The updated information was provided by Group ERM team and will form part of 2018 Recovery Plan pending approval by the GRC in September.
4.3. Planned changes to the Group Structure
In the below graphic we reflect changes to the Group structure as of May 2018 compared to July 2017, as confirmed by Group Secretariat. We also discuss changes, which at the time of writing, have been proposed but yet to be approved.
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Prudential Five Ltd

Previously Egg Plc, that has been renamed to Prudential Five Ltd.
Prudential Property Holding Limited and its subsidiaries
Prudential Property Holding Ltd was placed into liquidation on 16th May 2018. Its two subsidiaries Holtwood and Livicos, will be also placed into liquidation pending approval from Group Finance and Group Tax.
Prudential Corporation Australasia Holdings
Group Finance is also planning to place Prudential Corporation Australasia Holdings into liquidation once the ongoing discussions between Group Tax and HMRC are finalised.

Prudential Africa Holdings Ltd Currently African entities in Ghana, Kenya, Uganda, Zambia and Nigeria are owned by Prudential Africa Holdings Limited. However, in the future they might become subsidiaries of other Prudential PLC entity. 
4.4. Exclusions to the Risk ID Scope
4.4.1 GHO

Given the nature and size of GHO as a business unit the application of the GwOS should be conducted in a proportionate manner. Simplification of processes may be made, if the overall quality of the outcome is maintained.

4.4.2 M&G , PruCap and PPMG
As M&G Investments, PruCap and PPMG are not a subject to the modelling requirements in sections 4.2 to 4.6 of Risk ID GwOS, it has been agreed with Group Risk that the output from their bottom up risk identification will be recorded in Open Pages (as any key risks are predominately operational). They are therefore required, under the Risk ID GwOS, to follow the requirements and guidance set out in the Group Operational Risk Policy and the Group Operational Risk Standards. 

4.4.3 Pru Africa

Currently Pru Africa does not submit the separate Risk Identification Methodology Specification, therefore Group Risk has agreed the minimum risk reporting and monitoring requirements in respect of group top risks identification. 
In regards to top risks reported for Pru Africa operations and listed in Appendix J, Group Risk anticipates that further developments will occur in the coming years according to the five year enterprise wide management plan. A top down Risk ID will be performed in 2019 for all LBUs. A bottom up approach to Risk ID will commence within the LBUs in 2-3 years’ time (depending on the size of the LBU).
5. Risk Coverage
According to the Group Risk Framework Risk categories (please refer to Appendix A: ‘) the following risks have been covered and assessed against materiality thresholds (see section 6 for further details and Appendix B: ‘GRF Operational Risk Categories and Scenario Assessment’): 
5.1 Modelled Risks based on undiversified ECR (£’m) as of FY’2017

	GRF 
L1 Risk Type
	GRF 
L2 Risk Type
	Description
	Modelled in ICM
	Risk Covered by Meth Spec
	Undiversified  ECap £’m
2017


	Undiversified ECap £’m
2018


	Materiality
	Trend

	Credit
	Counterparty
	Default of counterparty 
(in respect of cash holdings)
	Yes
	Yes

	18
	8
	Low
	(

	Market
	Currency
	Adverse FX movement on assets held in 'non-local' currency
	Yes
	Yes
	15
	10
	Low
	(

	
	Inflation
	Risk of future inflation rates changing
	Yes
	Yes
	233
	256
	High
	(

	
	Interest Rates
	Adverse impact from yield curve movement, in particular on the value of senior debt and the inflation swap held
	Yes
	Yes
	200
	196
	High
	(

	
	Equity
	Adverse movement in equity index
	Yes
	Yes
	20
	66
	Med
	(

	
	Property
	Risk of future value changes or damage.
	Yes
	Yes
	-
	-
	Immaterial
	(

	Insurance
	Longevity
	The risk of adverse change in longevity experience 
	Yes
	Yes
	-
	33
	Med
	(

	
	Non-Life
	Adverse claims experience in non-life captive
	Yes
	Yes
	16
	16
	Low
	(

	Operational
	The risk of loss (or unintended gain/profit) arising from personnel and systems, or from external events.
	Yes
	Yes
	144
	170
	High
	(


5.2 Other Non-Modelled Risk Considerations
	Other Risks Covered
	Modelled in ICM
	Risk covered by Meth Spec 
	Source

	Intra-group services & transactions
	See section 4.3; Appendix G - J
	No
	Yes
	2018 Recovery Plan 

	Liquidity Risk
	See section 7.3.1
	No
	Yes
	PruCap Reporting

	Prudential Africa Top Risks
	See section 7.3.3;
Appendix K
	No
	Yes
	Update from Pru Africa and Group Actuarial

	Emerging Risks
	See section 7.3.4
	No
	Yes
	Q4 2017 – GHO consolidated emerging risks.

	Valuation Uncertainty Risk
	See section 7.3.5
	No
	Yes
	The valuation uncertainty risk assessment has been carried out in 2017.


6. Risks Identified

The risks associated with the GHO central company entities can be categorised under the following risk categories:

6.1 Financial Risks

6.1.1 Counterparty Risk

All assets classified on the SII balance sheet as either cash and cash equivalents are considered ‘investments’. Most of the central company entities hold cash or cash equivalents for which counterparty risk is relevant. The overall cash balance on PLC balance sheet as of 1Q 2018 amounted to -£260m and was predominantly caused by the loans made to PruCap. As explained by Group Finance the negative balance does not pose a concern, as the overall balance for the GHO central companies remained net positive based on the cash pooling arrangement with the bank.
The following banks held balances for GHO central companies as of 1Q 2018:
· HSBC:     £57,677,001.93
· BARC:     £18,033,320.00

· RBSI:       £17,296,916.00 
· Lloyds:      £2,502,397.54
· CITI:                  £7,730.82 
· SCB:                  £2,144.74

The capital allocation in respect of counterparty risk has significantly reduced, as two new counterparties have started providing services for the GHO entities: Barclays and RBS (£10m reduction in ECR; from £18m to £8m vs. HY’17).
6.1.2 Currency Risk 

Some of the entities hold part of their cash (or equivalent) in foreign currency, predominantly USD. As at 1Q 2018, the GBP equivalent of £48m, £4m, and circa £1m were held in PCHL, PLC, PAHL and PUSH USD accounts. Please refer to Appendix E: ‘Cash Balances’ for the detailed cash assets split by currency.
A small amount of FX risk also arises through the shares held (in Indian Rupees “INR”) in ICICI Bank, see also equity risk below.
We also note that in line with Solvency II rules, the subordinated debt is not treated as a liability on our SII balance sheet, therefore no currency risk drivers have been applied for subordinated debt issued in USD. Senior debt which is subject to modelling has been entirely issued in GBP.

6.1.3 Inflation and Interest Rate Risk 
The yield curve exposure for PLC (presented in Appendix F: FY’17 ECR for GHO Central Companies’) is driven primarily by the exposure to falling real interest rates under inflation-linked swap held by PruCap (acting only as intermediary) for hedging the inflation risk related to UK deferred annuities and the value of the senior debt issued by the Group. The breakdown has been presented below:

	Undiversified ECR £’m
	GHO_PLC LM

YE17 (YE16)
	GHO PLC Inf LM

YE17 (YE16)
	GHO PLC Debt LM

YE17 (YE16)

	Yield curve level
	162 (145)
	138 (118)
	42 (43)

	      Nominal yields
	196 (200)
	154 (155)
	42 (45)

	      Inflation
	256 (233)
	256 (233)
	0 (0)


The ECR numbers were provided with the breakdown between nominal yields and inflation rates. The increase in undiversified yield curve ECR over 2017 is not material (+£17m or +10% increase) driven by the changes in nominal interest rates and inflation rates y-o-y.

We also note that further considerations on possible options to continue holding the Group swap (as described below) have been discussed at the BSCMC.
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6.1.4 Equity Risk 

In 2017 Group Actuarial added new risk driver to the Risk Driver Record ‘GBP equity’ to capture the risk for PUSH (the US central company) associated with the seed investment in M&G new retail funds. However, ECR number has been calculated following the updated calibration as of Q3’ 2017, replacing the separately added overlay for HY’17 results. 
PCHL holds an equity investment in ICICI Bank (via 10,175,000 shares, which is below 1% of total shareholding as of 30th May 2018), the Group’s partner in our Indian joint ventures. The holding has remained the same as in the last year.
6.1.5 Property Risk

The property risk has significantly reduced since the sale of the building at 12 Arthur St was finalised in 2017. 
6.1.6 Insurance Risk
Furnival (domiciled in Guernsey) is a captive (re)insurer structured as a protected cell company consisting of one ‘cell’ and a ‘core’ (‘cell’ and ‘core’ refer to a corporate structure in which a single legal entity is comprised of a core and several cells that have separate assets and liabilities. Each cell is independent of each other and of the company’s core, but the entire unit is still a single legal entity) . The core previously supported the Group’s corporate insurance programmes although from November 2014 is no longer writing new business. The core is potentially exposed to claims arising from notifications made under insurance written in prior years although no reserves are held, based on the current expectation of loss.

In relation to the reinsurance underwritten by the core, Furnival has provided two fully paid cash backed letters of credit (‘LoC’) to Chubb, the previous fronting insurer which have a total value of £30m. The cell is active and provides reinsurance for M&G Real Estate’s UK property portfolio in relation to its property damage and business interruption (loss of rent) insurance.

Aviva as fronting insurer is liable for the first 5% of each and every claim with the cell's exposure to individual claims limited to no more than two claims in excess of £500k in any one policy period, after which the limit reduces to £250k, or multiple claims under the £500k limit but capped to an overall exposure of 115% of the annual net premiums received by the cell.

The cell has share capital of £600k and the shares are held by M&G Real Estate Limited. The net premium received by the cell for the 25th Dec 2017 to 24th Dec 2018 policy year as at the end of May 2017 totalled circa £4.675m and therefore the current maximum claims that the cell can pay out is £5.375m which is an exposure/loss of £700k.

The cell has no recourse to the assets of the core in the event the cell’s liabilities exceed its assets.

Options are being investigated to separate the cell from the core in preparation for the de-merger of M&G Prudential. Although the options available to achieve this outcome are subject to consideration by Prudential, the current expectation is that the cell would become part of the M&G Prudential business unit during 2018.   
Longevity Risk
The longevity risk exposure reported for Central Companies at FY’17 (vs. £0.2m at FY’16) arose from the pension schemes. The reason why this exposure was reflected this year is mainly driven by the Pru UK longevity model and calibration updates.
6.1.7 Reputational risk considerations
We also recognise the possibility of increased engagement from our major stakeholders which may also give rise to reputational risks. We have noticed particular interests in such matters as company’s disclosures on tax strategies and ESG reporting.    
According to information provided by the Orient Capital as of 18th May 2018, there were five shareholders with holding exceeding 3%.
	No.
	Shareholders in excess of 3%
	Style
	Shares
	% of issued capital 

as of 18-May-18

	1
	Capital Research Global Investors (Los Angeles) 
	GARP
	209,996,370
	8.10%

	2
	BlackRock Investment Mgt (Index London)
	Index
	143,283,775
	5.53%

	3
	Norges Bank Investment Mgt (Oslo)
	Multi Style
	88,118,462
	3.83%

	4
	Baillie Gifford & Co (Edinburgh)
	Growth
	80,961,454
	3.12%

	5
	Vanguard Group (Philadelphia)
	Index
	80,734,816
	3.12%


6.2 Operational Risks
Operational risk activities are not conducted on a legal entities basis, as certain entities that forms part of the GHO structure, have their own internal Operational Risk structure. However, for the purpose of this document we can say that PGHL and PSL are the entities covered under the GHO Operational Risk activities. 
All Operational risks in GHO are identified via the Risk and Control Assessment (“RCA”) process, with only the most material risks modelled through the Scenario Analysis.  All risks are recorded within IBM Openpages and the monitoring and treatment is proportional to their materiality. 

The following sections will provide an overview of a) how the bottom-up risk identification and quantification is managed for Operational Risk, b) how risks are modelled, and c) what are the next developments for 2018 to improve risk management processes. 
6.2.1 RCA Process & Operational Risk Event Reporting 
The RCA process is conducted quarterly by interviewing representatives of the functions that form the organisational structure of GHO and/or perform cross-functional, end-to-end reviews of GHO top operational risks. 
In terms of materiality, operational risks are currently rated using the following 6 by 6 matrix that combines the likelihood with the financial impact: 
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Processes are in place to identify and report on operational risk events crystallising within GHO, with considerations taking place as to whether such events necessitate a re-assessment of GHO’s operational risk exposures.  However, in the past year, there have been no operational risk events identified within GHO. 
6.2.2 Key Operational Risk Scenarios identified in GHO

On the 9th March 2018 GHO Risk Committee approved the selection of the scenarios to be run for this year’s operational risk scenario modelling as an appropriate reflection of the material operational risk exposures and key processes within GHO.

De-merger activity has not been run as a separate scenario this year, owing to Apollo completion being in 2020. However, it has been considered whether it represents a risk driver for each scenario being run. Details on the outcome of such considerations are found within 6.2.3. below. 
	No
	Title of Scenario
	Scenario Description
	Level 2 Risk Category
	Change in scope

	1
	Relationship Breakdown with Regulator
	This scenario contemplates the potential for fines from the regulator and consequent increased scrutiny, should we fail to notify them of an impending event (e.g. a financial transaction or acquisition) or action (e.g. change to business model) resulting in a breach of Principle 11.
	Regulatory & Legislative Compliance
	The parameters and scoping of this scenario have not significantly changed this year.



	2
	Loss of Market Sensitive Data
	This scenario considers the financial impact of loss of employee or market sensitive data. A parallel run of both possibilities was conducted. The corporate data loss scenario was determined to be the more material of the two.  (before internal management actions have had time to take effect).
	IT and Information
	It has been factored in a consequent impairment to new and inforce business targets following untimely disclosure of information that indicates that Prudential de-merger outcomes are below market expectations.

	3
	Financial Misstatement Fraud

	This scenario highlights the financial impact of material and intentional financial reporting misstatement that is not picked up by existing processes or external auditors and is published within the company’s Annual Report.
	Financial Crime

Finance Processes
	The main change to the scope of this scenario was to incorporate impairments to company profitability targets as a reputational consequence of this event .

	4
	Destruction of Service 

(Group Impact) 

	This scenario contemplates the group-wide exposure to a destructive cyber-attack by a nation state targeting English-speaking countries and in particular the financial service sector  (e.g. ’Not Petya’ attack on firms in the Ukraine in 2017). 
	IT and Information
	New scenario. Whilst this scenario has been run at GHO, it contemplates impacts across the group and also does not specify which BU is the ‘entry point’ for this scenario. GHO’s share of the £129m calculated for this scenario is considered to be immaterial based on a view that the main business BUs (UK, M&G, PCA, Jackson et al) will suffer the brunt of financial impacts arising from this risk crystallising. 

	5
	Third Party Unable to provide Service

	The scenario will consider the effect of one of its key third party arrangements ending its service, whether done in an orderly or abrupt/ disorderly manner. Scoping is expected to consider GHO dependencies on PGDS, Pru Cap, Blackrock and Equiniti, with one relationship selected for this scenario. 
	Third Party Management
	This scenario has not been run.

	6
	Impact of Business Change

	This will be scoped to reflect the failure of one of GHO’s four key change projects, taking into account the 2019 time horizon set out for the scenario process. This may take the form of a) the project fails to meet its objectives or b) there are ongoing issues post-project delivery. 
	Change Management and Strategic Planning process
	This scenario has not been run.


6.2.3 Scenario Assessment

The outcome of the FY18 scenario assessment exercise (presented in Appendix B: ‘GRF Operational Risk Categories and Scenario Assessment’) concluded that: 

Two of the initially selected scenarios ‘Third Party Unable to Provide Service’ and ‘Impact of Business Change’ have not been run, following a review that considered whether a material, yet plausible scenario could be produced with impacts that are separable from other scenarios that are being run. 
A number of scenarios have been reclassified or removed compared to FY17: 

· The Finance Processes scenario ‘Financial Misstatement Fraud’ (£29m in 2017) has been reclassified from Finance Processes to  Financial Crime, based on a view that this best reflects the scope of the scenario. The impact of this scenario is now valued at 37.5m. 
· The Business Continuity scenario ‘Business Continuity in Arthur Street’ (£8m in 2017 is not being run in 2018, on the grounds of relative immateriality. 
· Financial Crime scenario ‘ABC’ and ‘AML & Sanctions Breach by BU’ (collectively £43m in 2017) have not been run in 2018, on the grounds that the risk exposures principally lie with operating BUs outside of GHO and that there is duplication of capital effects arising from including these scenarios as well as the BU-level scenarios. 

Transformation Risk considerations linked to Project Voyager have been considered as a driver of risk within 3 of 4 GHO scenarios run: 

· ‘Loss of Sensitive Data’: The impact of this scenario has been significantly scaled up as a consequence of considering the effects of corporate sensitive data that outlines the financial condition of the two future entities (M&G Prudential and Plc) going into the public domain at a particularly inopportune moment. The indicative Undiversified Total Loss Impact  at 1 in 200 is £194m, an increase of £86m on last year’s scenario (£109m).  

· ‘Relationship Breakdown with the Regulator’: De-merger activity is considered to be a risk driver for this scenario, as it can be said to increase the risk of a breakdown in relations with our principal regulators. This may be made more acute through the attitude of senior management in managing such relations, linked to uncertainty regarding their futures and the fact that the new PLC will not be regulated by the FCA or PRA. However, overlap considerations with other scenarios (particularly ‘Loss of Sensitive Data’ above) and the fact that GHO already has a significant historic exposure to this particular risk means that the attributable capital effect of Voyager considerations on this scenario is minimal.

· ‘Financial Misstatement Fraud’: The risk of senior management willingness to present a false reporting position in the 2018 fully year annual report to help justify de-merger activity may increase the likelihood of this scenario happening, although this is significantly offset by internal controls and the effect of having external auditors in place to scrutinise financials. Consequently, the capital effect of Voyager considerations on this scenario is minimal. 
Due to its complex nature, quantifying operational risk in terms of the precise financial impact it has on the business is inherently challenging. Risks considered to be particularly material for the business are modelled through scenario analysis. This is a subjective method that relies on the experience of business professionals to capture and assess extreme, but plausible events utilising available internal and external information. 

The set of 2018 Scenarios aligns both to Top Operational Risks assessed for GHO as a standalone BU, and also systematic risks that might generate within other BUs, with an impact on PLC, particularly where regulatory fines from UK Regulators are concerned. Assumptions around the materiality and impact of operational risks crystallising factor into the assessment a number of qualitative elements, with particular consideration given to the following potential costs: 

· Regulatory fines;

· Remediation costs, including: legal costs, IT remediation costs, new staff, refitting in case of building damages;

· Investigation costs, such as: costs deriving from S166 when mandated by the regulator, forensic investigation, new staff.

· Financial costs derived from reputational damage incurred as a consequence of certain risks crystallising in GHO. 

6.3 Other Non-Modelled Risk Considerations
6.3.1 Liquidity Risk and Liquidity Support Arrangements

PruCap manages liquidity risk for PruCap and Prudential PLC in its capacity as Group Treasury. In this dual role PruCap are responsible for:
· Group Funding:  bank facilities, repo programmes, bond issues (including hybrid capital), intra-group facilities, and the CP and MTN programmes;

· PruCap Funding: CP, Group surplus cash, MTN and repo (using PruCap’s PCB assets);

· Contingency Funding: bank facilities, repo (using PruCap’s PCB assets) and intra-group facilities.
Through its operations and role as Group Treasury, PruCap is exposed to the following liquidity risk drivers:
· The risk of PruCap not being able to settle commercial paper, MTN and other loan liabilities as they become due;

· PruCap being unable to access the wholesale money markets, most notably the commercial paper market, thus not being in a position to refinance liabilities;

· PruCap being left short of cash or liquid assets to post as collateral for derivatives (OTC or cleared) or repo transactions;

· PruCap being unable to refinance bridge loan positions within the expected timeframe due to limited market liquidity; and,

· Illiquid assets being held in the cash collateral reinvestment book, leaving PruCap unable to honour counterparty collateral return calls.
The following risks and constraints should also be considered:

· Market access:  the markets are partially or fully closed due to a.) stressed market conditions (e.g. post Lehman), b.) closed periods, disclosure issues etc. in the ordinary course of business, or c.) Prudential or sector specific issues.

· Debt capacity: though it is assumed that the Group can issue almost any debt instrument in any market globally, there are limitations driven by existing financial covenants (e.g. to cap the Group’s financial leverage ratio) and by regulatory capital tiering rules (e.g. there is only a limited amount of debt that can count towards Group solvency capital).
· Creditworthiness: the Group’s current ratings and reputation as a well-run, diversified and solid company currently support its unfettered access to markets, however a downgrade or negative development would damage this. Price can overcome this to an extent however there is a tipping point where price is no cure and debt is not available in the desired instruments, maturities and quantum. When the tipping point occurs would be influenced by firm-specific issues, sector issues and prevailing market conditions.
The liquidity risk is managed in accordance with PruCap’s Liquidity Risk Management Policy which requires to maintain adequate liquidity at all times and hence be in a position, in the normal course of business, to fulfil all obligations and commitments. Funding is required to be appropriately diversified by source, quality and maturity and this is achieved by taking funding and liquidity when possible, maintaining regular access to key financing markets and safeguarding the Group’s reputation.
6.3.2 Prudential Africa Top Risks
Prudential Africa is not material to the Group in financial terms, given the current size of the balance sheet reported as of FY 2017 (total assets: c. £99m on SII basis). The vast majority of investment assets are held as cash, deposits and debt securities. The latter principally being invested in Government paper. For the LBU’s, the major products that these investments back are universal life type savings products, whole life products and endowments. 

Currently the Group holds capital for Africa recognising that whilst it is a developing geography and is currently immaterial in size, there may be financial and operational risks to which we are exposed. Nonetheless, consideration by Group Actuarial and Group Risk should be given to holding capital for reputational risks potentially arising from financial crime, fraud or regulatory breaches .  

The business is growing and in 2017 we acquired a majority stake in Zenith Life of Nigeria and signed exclusive bancassurance partnerships with Zenith Bank in Nigeria and Ghana. Zenith is Nigeria’s biggest bank, and provides corporate, business and personal banking products through its network of more than 350 branches, serving over 1.6 million customers. Zenith Life has been rebranded as Prudential Zenith Life Insurance.

As the business grows and new markets are added the materiality will be gradually increasing. In June 2017 Prudential Group Holdings Ltd (PGHL) issued a letter of support to Prudential Africa Holdings Ltd. (PAHL) to confirm that PGHL will make resources available to PAHL, if necessary, to enable it to meet its liabilities as they fall due during the year.

In addition the business could cause risks to Prudential’s reputation disproportionate to its scale. As a result, it is important that risk management is a key part of the development of the business from the beginning. The top 10 risk themes that have been identified across the African businesses are presented in the Appendix J. 

Across the region, KYC evidence/documentation is not always readily available, given individual government issued identification is not yet compulsory in many countries. In Ghana for instance, many people do not have government issued ID and there is no formal ‘address’ system – there is also a ‘financial inclusion’ law, which states that no-one may be financially excluded simply because of a lack of formal ID. One of our bancassurance partners establishes the ‘address’ of its customers by getting them to circle their property on Google Maps. In Kenya, however, the system is more sophisticated, with almost everyone possessing a government ID card, which is then linked to the tax authorities’ database. We also note that as part of the acquisition strategy in Africa, a full sanction screening process is carried out for all existing policyholders during the due-diligence process.
6.3.3 Emerging Risks Applicable to GHO as a BU

Through the Group Emerging Risks MI presented to the GHO Risk Committee in Q4 2017, as well as the broader Risk ID discussions with GHO functions, four new emerging risks for GHO were added to the GHO Emerging Risks Register:
· Systemic Cyber Risk;
· Politicisation of regulation;

· Evolving diversity norms;

· End of  Libor.

	
	Major Scale Terrorist Attack

	
	UK
	The threat of a terrorist attack in the UK has been increasing following several attacks that occurred preceding the Parsons Green bombing (these include ‘the Westminster attack’, ‘the Manchester bombing’, ‘the London Bridge attack’ and ‘the Finsbury Park attack’). Britain’s terror alert is currently at “severe”, the second highest rating suggesting an attack is highly likely. 

	
	Africa 
	There is evidence that North African Islamist terrorist groups (Al-Qaeda of the Islamic Maghreb) are beginning to target countries in Sub-Saharan that have hitherto not been a focus for their activities. This includes some Prudential Africa territories, such as Ghana and, consequently, the security threat to the Group’s personal, operations and business could increase significantly over the next one-to-three years.  

	
	The rise of social media usage and reputation management

	
	Data privacy legislation and network information security

	
	Digital Innovation Strategy (Africa)  Renamed

	
	Brexit 

	
	HR implications, notably the uncertainty over the residency status  of GHO’s large cohort of EU national employees. Risks related to the loss of EU representation and influence for the Commonwealth countries in Africa (relates to Prudential Africa as a GHO division). One risk might be increased security risks were the EU to decide to scale back or cease funding regional security programmes.  

	
	Systemic cyber risk  New

	
	This emerging risk differs from the existing cyber risk themed Top Risk “Information Security” by being less Prudential specific and more focussed on the broader systemic effects of major viruses, such as the recent “WannaCry” virus. These global cyber-attacks can cause widespread societal and economic disruption and impact us through, for example, damage to important infrastructure on which we depend (such as power supplies), or vital services, such as healthcare.

	
	Politicisation of regulation  New

	
	The danger that political influence over the UK regulators were to increase in the event that a more radical and populist government might be elected.

	
	Evolving diversity norms  New

	
	The risk that GHO’s diversity policies may not be sufficiently forward looking or flexible to anticipate and adapt to the fast changing norms and regulations.

	
	End of Libor  New

	
	Given that GHO has inflation-linked swap exposure on its balance sheet, it was agreed that an emerging risk around the imminent withdrawal of the Libor benchmark could be relevant to GHO.


The next brainstorming session will take place in November 2018.

6.3.4 Valuation Uncertainty Risk
Total GHO assets position is dominated by a large inflation swap hedge, which is managed by PruCap, this position has IPV controls in place in addition to the daily collateral management process. As other positions are temporary in nature and relatively immaterial

in size (as presented in the table), GHO’s valuation uncertainty risk has been assessed to be very low and further review not deemed necessary.

	BU
	Sub Unit
	Valuation provider
	Asset class
	Valuation method
	IFRS fair value (£m)

	GHO Central Companies
	PUSL
	M&G
	Collective Investment Schemes
	Marked-to-market
	66

	
	PCHL
	
	Equity
	Marked-to-market
	29

	
	PGDS
	Prudential Global Services
	Derivatives

(FX Forward)
	Marked-to-model
	- 0.2

	
	PLC
	PruCap
	Derivatives

(Inflation Swap)
	Marked-to-model
	401

	
	Total
	496


Source: Outcome of GHO’s valuation uncertainty risk assessment carried out at the end of 2017 based on positions provided in Asset Data Store as of June 2017 (excl. cash and owner occupied property)
6.4 Materiality Classification

As outlined in section 3.2 it is a requirement that a materiality rating be established for each risk identified. Please refer to the balance sheet exposure tables provided in Appendix B that provides an estimate of materiality based on the following thresholds:
	Materiality
	Estimated Undiversified ECR

	High
	ECR ≥ £100m 

	Medium
	ECR between £20m and £100m

	Low
	ECR between £5m and £20m

	Immaterial
	ECR < £5m 


6.5 Required Risk Drivers

The new risk driver has been identified in 2017 ‘GBP equity’ to capture the risk for PUSH (the US central company) associated with the seed investment in M&G Investments new retail funds. The new risk driver has been used in FY17 models for the first time, since this investment was made after central companies models were calibrated last year.
 No further changes to the  existing risk drivers are being proposed for 2018. 
6.6 Risks Associated with each Balance Sheet Item

Assets and liabilities items on the SII basis were provided in Appendix C, D and E based on the information sourced from Group Finance. More granular information has been sought where deemed necessary and comments provided in relevant sections of this document. 
7. Risk ID Process Developments for 2018
· Group Finance will start providing to Group Risk quarterly updates on financial results of the active GHO entities starting from Q3’ 2018. 
· The GHO Operational Risk team has initiated a number of thematic reviews aimed to drive consistency and standardisation for top risks cutting across the organisation, with clearer ownership and accountabilities. 
· Operational Group Risk is carrying out a Group Operational Risk Development plan, which is designed to improve and simplify components of the Group’s operational risk framework. This includes review of the 6 by 6 impact assessment matrix and consideration of whether this is to be aligned to the RISK ID materiality, while also improving the usability experience for the quantification of operational risk. Further development also includes adoption of a Group-wide Control Assurance framework to improve risk management activities. 
· A full review of the GHO Operational Risk standards to ensure risk management activities are proportional to the risk faced by the business is to be conducted, aligning to outputs from the Group Operational Risk Development plan. 

· Considerations around GHO risks magnified by the Voyager process (demerger into Prudential Plc and M&G Prudential) has been undertaken as part of the Risk ID process. 

Appendix A: Group Risk Framework Risk Categories and ICM Risk Universe

	Group Risk Framework Risk Categories and ICM Risk Universe as 1Q 2018

	GRF Risk Type (Level 1)
	GRF Risk Category (Level 2)
	ICM Risk Sub-category
	ICM Risk Family
	ICM Risk Group
	Description

	Credit risk
	Invested Credit
	Invested Credit
	creditcorppre, creditcorporate
	Corporate, split by credit rating from AAA-B
	Credit spread on AAA-B corporate bonds, expressed annually

	
	
	
	creddefloss
	
	Credit Default Loss 

	
	
	
	transcorp
	
	Represents the probability that a corporate bond transitions (or keeps) its credit rating over a one year period

	
	
	
	creditstrucpre
creditstruc
	Structured credit, split by credit rating from AAA-B
	Credit spread on AAA-B tier 1a to tier 3 investments, expressed annually

	
	
	
	fscod,fscodg,fsltas,fslttm
	GBP AAA-B
	Fundamental spread risk drivers for matching adjustment

	
	
	
	creditlqp
	Illiquidity
	Illiquidity premium curve, expressed as annually compounded spot rates

	
	
	
	conc
	Concentration
	Concentration risk. Modelled exogenously and inputted as a capital requirement rather than using risk drivers.

	
	Counterparty
	Counterparty Default
	creditcp
	Counterparty Default (Reinsurance)
	Default intensity for reinsurance counterparty exposures, expressed as an annual rate

	
	
	
	
	Counterparty Default (Other)
	Default intensity for other counterparty exposures, expressed as an annual rate

	
	
	
	creditcml
	
	Percentile of CML default loss distribution assumed to occur in the scenario

	Insurance risk
	Longevity
	Longevity Trend Risk
	longltr
	Longevity
	Longevity trend risk driver, expressed as a % change in best estimate mortality assumptions for books exposed to longevity

	
	
	Current Mortality Risk
	longcmr
	
	Longevity current mortality risk driver, expressed as a % change in best estimate mortality assumptions for books exposed to longevity

	
	
	Proportion Married
	longpropm
	
	Proportion married for books exposed to longevity risk

	
	Mortality
	Mortality
	mort
	Mortality
	Change in mortality best estimate assumption, expressed as a % of best estimate

	
	
	Life Catastrophe
	lifecat
	Life Catastrophe
	Life catastrophe risk driver, expressed as a % of the in force policies

	
	Morbidity / Health
	Morbidity / Health
	morbid
	Morbidity / Health
	Change in morbidity best estimate assumption, expressed as a % of best estimate

	
	Persistency
	Lapse – NP
	nplapsepro, nplapsesav, nplapseltm, nplapsepp, nplapseconv, nplapsefa, nplapsefia, nplapselife, nplapseva
	Lapse
	Change in non-profit lapse best estimate assumption, expressed as a % of best estimate

	
	
	Lapse – WP
	wplapse
	
	Change in with-profit lapse best estimate assumption, expressed as a % of best estimate

	
	
	Premium holidays
	prhol
	
	Change in premium holiday best estimate assumption expressed as a % change in best estimate

	
	
	Partial withdrawals
	partwd
	
	Change in partial withdrawal best estimate assumption expressed as a % change in best estimate

	
	
	Mass Lapse
	masslapsewp
	Mass Lapse
	With-profit mass lapse rate , expressed as a % of in force business lapsing

	
	
	
	masslapseconv, masslapsepp
	
	Mass lapse rate on conventional business, expressed as a % of in force business lapsing

	
	
	
	masslapse, masslapsesav, masslapsepro
	
	Non-profit mass lapse rate , expressed as a % of in force business lapsing

	
	Expenses
	Expense
	expense
	Expense
	Change in unit cost expenses best estimate assumption, expressed as a % of best estimate. Change in expense inflation best estimate assumption, expressed as an absolute change in the annual rate of inflation. 

	
	
	
	expenseinf
	Expense Inflation
	Change in expense inflation best estimate assumption, expressed as an absolute change in the annual rate of inflation

	
	Non-life insurance
	Non-life
	nonlife
	Non-life
	Proportional change in both non-life liability and property premium / reserve risks

	GRF Risk Type (Level 1)
	GRF Risk Category (Level 2)
	ICM Risk Sub-category
	ICM Risk Family
	ICM Risk Group
	Description

	Operational risk
	Financial crime
	Financial crime
	opfincrim
	Operational
	Operational risk loss in 000s in the relevant currency relating to the given scenario

	
	People
	People
	oppeople
	
	

	
	Regulatory compliance 
	Regulatory compliance
	opregcomp
	
	

	
	Social and Environmental Responsibility, Brand Management and External Communications
	Social and Environmental Responsibility, Brand Management and External Comms.
	opbrand
	
	

	
	Operations processes 
	Operations processes
	opproc 
	
	

	
	Finance processes
	Finance processes
	opfinproc
	
	

	
	Financial risk controls
	Financial risk controls
	opfinrisk
	
	

	
	Change management and strategic planning
	Change management and strategic planning
	opchange
	
	

	
	Third party management
	Third party management
	opthrdpty
	
	

	
	IT infrastructure risk
	IT infrastructure risk
	opinfra
	
	

	
	Business continuity
	Business continuity
	opbuscon
	
	

	Market risk
	Equity
	Equity
	equitytri
	Equity
	Equity total return index

	
	
	
	equitytriinf
	
	Infrastructure index

	
	
	
	equitytrihf
	
	Hedge fund index

	
	
	
	equitytripri
	
	Private Equity Index

	
	
	Equity Implied Volatility
	equityvol
	Equity Implied Volatility
	Annualised equity implied volatility

	
	
	
	eqrealvol
	Equity Realised Volatility
	Equity Realised Volatility

	
	Interest Rates
	Yield Curve3
	nyc, ryc
	Yield Curve
	Nominal and real yield curves, expressed as annually compounded spot rates

	
	
	Interest Rate Implied Volatility
	nycvol
	Interest Rate Implied Volatility
	Interest rate volatility, derived from swaptions and expressed as annual volatility

	
	Inflation
	Inflation
	inflation
	Inflation
	Future inflation expectations curve, expressed as annually compounded spot rates

	
	Property
	Property
	propertytri, propertyanntri, propertyrescri
	Property
	Property total return index and capital return index

	
	Property
	Property Implied Volatility
	propertyvol
	Property Implied Volatility
	Property implied volatility

	
	Currency
	Currency
	fx
	Currency
	Exchange rate w.r.t GBP, expressed as GBP per local currency

	
	Other Assets / alternative investments
	Modelled via other risk drivers

	Business Environment Risk
	Economic, social and technology
	Not modelled in the ICM

	
	Political, statutory, legal & regulatory
	

	
	Market forces
	

	Strategic Risk
	Strategic decisions
	Not modelled in the ICM

	
	Talent strategy
	

	
	Allocation of capital resource
	

	Liquidity Risk
	No GRF Level 2 Category
	Not modelled in the ICM


Appendix B: Group Risk Framework Operational Risk Categories and Scenario Assessment

	GRF L2 Risk Type
	Risk Description
	Modelled in ICM
	Risk covered by RCA 
	Undiversified Toal Loss Impact at 1 in 200 (£’m)
	Materiality

	
	
	
	
	FY’17
	FY’18
	

	Financial Crime
	The risk that internal processes, people or systems facilitate or do not identify or prevent financial crime activity (including fraud and theft, bribery and corruption, money laundering, PEPs, sanctions and terrorist/ crime financing, and market abuse).
	Yes
	Yes
	43
	37.5
	Medium

	People management
	The risk of operational failures due to inadequate people management practices.
	No
	No
	-
	-
	No Scenario

	Regulatory and legislative compliance: 
	The risk of a breach of regulatory and / or legal requirements, standards and principles (excluding those relating to other categories (e.g. employment practices, workplace safety, financial crime, products, selling, information, etc. which are included elsewhere)).
	Yes
	Yes
	62
	65
	Medium

	Social and environmental responsibility, brand management and external communications
	The risk of failing to meet social and environmental responsibilities, inadequate brand management or the risk of failing to communicate effectively or accurately with external stakeholders (excluding customer communications).
	No
	No
	-
	-
	No Scenario

	Operations processes
	The risk that operational processes do not operate effectively, resulting in errors, losses, customer detriment, and possible regulatory censure / enforcement action, or legal dispute.
	Yes
	Yes
	-
	-
	Immaterial

	Finance processes
	The risk that finance controls do not operate effectively resulting in potential mis- statements, computation errors, etc. (including taxation).
	Yes
	Yes
	29
	-
	Immaterial

	Risk management controls / modelling
	The risk that operational processes and controls for managing risk (e.g. market, credit, operational, insurance, capital resources and liquidity, etc.) and risk models are not in place or do not operate effectively.
	No
	No
	-
	-
	No scenario

	Change management and strategic planning process
	The risk of failure in change management activity and the risk of failure of the strategic planning process.
	No
	No
	-
	-
	No scenario

	Third party management
	The risk of operational failures involving third parties, including vendors, suppliers, consultants, business partners, advisers, intra-group suppliers / arrangements, joint ventures, and distributors (excluding customers).
	No
	No
	-
	-
	No scenario

	IT and information
	The risk of failures due inadequate IT investment / strategy, infrastructure, operations, development, delivery, availability and / or inadequate IT security and information security (including data protection and privacy) management.
	Yes
	Yes
	109
	194
	High

	Business continuity
	The risk that the business fails to maintain the continuity of operations due to, for example, natural disasters, pandemic, facility failure, political/social unrest, system disruption, or from a lack of contingency and resiliency planning.
	Yes
	Yes
	8
	-
	Immaterial


Appendix C:  Details for GHO Entities - SII Asset Positions as at 1Q 2018
	Assets (£'m) as of 1Q 2018 
	 PLC 
	 PUSH 
	 PHL 
	 PCHL 
	 PGHL 
	 PSL 
	 PAHL 
	 Furnival 

	 Goodwill 
	-
	-
	-
	-
	-
	-
	-
	-

	 Deferred tax assets 
	32
	-
	2
	-
	23
	1
	-
	-

	 Pension benefit surplus 
	-
	-
	-
	-
	-
	-
	-
	-

	 Property / plant and equipment held for own use 
	-
	-
	1
	-
	-
	0
	-
	-

	 Participations and related undertakings 
	10,886
	4,565
	3,047
	3,157
	75
	-
	86
	-

	 Equities 
	-
	-
	-
	31
	-
	-
	-
	-

	 Collective investments undertakings 
	-
	88
	-
	-
	-
	-
	-
	-

	 Reverse repo balances 
	100
	-
	118
	-
	-
	-
	-
	-

	 Insurance & intermediaries receivables 
	-
	-
	-
	-
	-
	-
	-
	5

	 Total other intra-group debtors 
	4,371
	-
	29
	155
	31
	15
	0
	20

	 Total inter-fund debtors 
	
	-
	1,088
	-
	-
	-
	-
	-

	 Current tax recoverable 
	31
	16
	7
	-              4
	1
	-
	2
	-

	 Accrued investment income 
	3
	-
	-
	-
	-
	5
	-
	0

	 Other Sundry Debtors 
	0
	-
	33
	13
	-
	1
	-
	0

	 Own shares 
	3
	-
	131
	-
	-
	13
	-
	-

	 Cash and cash equivalents 
	-          260
	28
	18
	110
	23
	165
	10
	39

	 Total Assets 
	15,166
	4,696
	4,474
	3,462
	154
	200
	99
	64


Appendix D:  Details for GHO Entities - SII Liability Positions as at 1Q 2018

	 Liabilities (£'m) as of Q1 2018 
	 PLC 
	 PUSH 
	 PHL 
	 PCHL 
	 PGHL 
	 PSL 
	 PAHL 
	 Furnival 

	 Technical provisions - total 
	 
	 
	 
	 
	 
	 
	 
	               5 

	 Provisions other than technical provisions 
	 
	 
	             16 
	 
	 
	             19 
	 
	 

	 Deferred tax liabilities 
	 
	 
	 
	               3 
	 
	 
	 
	 

	 Derivatives 
	 
	 
	 
	 
	 
	 
	 
	 

	 Fin. liabilities other than amounts owed to credit inst. 
	        1,852 
	 
	 
	 
	 
	 
	 
	 

	 Total intra-group creditors 
	           716 
	           557 
	           693 
	           734 
	             35 
	             17 
	             93 
	 

	 Total inter-fund creditors 
	 
	 
	        1,085 
	 
	 
	 
	 
	 

	 Current tax liabilities 
	             10 
	              -   
	              -   
	              -   
	               3 
	             12 
	 
	 

	 Accruals and deferred income 
	 
	 
	             45 
	 
	 
	               9 
	 
	 

	 Other sundry creditors 
	           734 
	 
	             27 
	             91 
	 
	             25 
	 
	               4 

	 Interest payable 
	             81 
	 
	 
	 
	 
	 
	 
	 

	 Share based payments 
	 
	 
	             81 
	 
	 
	             33 
	 
	 

	 Pillar I Own Funds 
	      11,774 
	        4,139 
	        2,527 
	        2,634 
	           116 
	             86 
	               6 
	             55 

	 Share capital and premium (IFRS basis) 
	        2,080 
	 
	 
	 
	 
	 
	 
	 

	 Retained earnings (IFRS) 
	        5,564 
	 
	 
	 
	 
	 
	 
	 

	 Tier II Debt (subordinated liabilities) 
	        5,617 
	 
	 
	 
	 
	 
	 
	 

	 Own shares adjustment 
	 
	 
	 
	 
	 
	 
	 
	 

	 Total Liabilities 
	      15,166 
	        4,696 
	        4,474 
	        3,462 
	           154 
	           200 
	             99 
	             64 


Appendix E: Cash Balances as of 1Q 2018
	Cash assets (£'m) 

split by CCY as of Q1 2018
	PLC
	PUSH
	PHL
	PGHL
	Furnival
	PSL
	PAHL
	PCAHPL
	PCHL

	GBP (Pound Sterling)
	-265
	27
	18
	23
	39
	165
	9
	11
	59

	USD (United States Dollar)
	4
	1
	-
	-
	-
	-
	1
	-
	48

	 HKD (Hong Kong Dollar)
	1
	-
	-
	-
	-
	-
	-
	-
	0

	 EUR (Euro)
	0
	-
	-
	-
	-
	-
	-
	-
	-

	 SGD (Singapore Dollar)
	-
	-
	-
	-
	-
	-
	-
	-
	0

	IDR (Indonesian Rupiah)
	-
	-
	-
	-
	-
	-
	-
	-
	0

	AUD (Australian Dollar)
	0
	-
	-
	0
	-
	-
	-
	0
	-

	MYR (Malaysian Ringgit)
	-
	-
	-
	-
	-
	-
	-
	-
	2

	THB (Thai Baht)
	-
	-
	-
	-
	-
	-
	-
	-
	0

	JPY (Japanese Yen)
	-
	-
	-
	-
	-
	-
	-
	-
	0

	Total cash assets
	-260
	28
	18
	23
	39
	165
	10
	11
	110


Appendix F: FY 2017 ECR for GHO Central Companies 

	GHO Central Entities
	HY’17 ECR £’m
	FY’17

ECR £’m

	Market Risk
	198
	243

	 
	Equity
	20
	60

	 
	Property
	tbc
	tbc

	 
	Yield Curve
	145
	162

	 
	          Nominal yields
	200
	196

	 
	          Inflation
	233
	256

	 
	 
	 
	

	Credit Risk
	10
	4

	 
	Counterparty default 
	18
	8

	 
	 
	 
	

	Currency
	15
	10

	 
	 
	 
	

	Insurance
	16
	49

	 
	Longevity
	 
	33

	
	Non-Life
	16
	16

	Operational Risks
	144
	170


Source: The ECR for central companies as at HY17 and YE17.
Please note the following limitations:

1. The models used to calculate the above figures have been calibrated using Q3’17 balance sheet.

2. Group Risk has been only provided with the aggregated numbers for those GHO central companies whose risks are subject to modelling.

3. The underlying exposure of the seed investment in M&G retail fund has been modelled based on GBP equivalent available on the central balance sheet, hence only equity GBP driver was used for HY17 and YE17. 
4. The value of ECR for property risk will be reviewed. However, Group Actuarial anticipates that the revised figure will be below £5m materiality threshold.  

5. The assessment of valuation uncertainty has been concluded at the end of 2017. The risk has been assessed as being very low and no further review was deemed necessary. 
6. Operational risks considered to be particularly material for the business are modelled through scenario analysis. Therefore, we note the limitation of this rather subjective method that relies on the experience of business professionals to capture and assess extreme, but plausible events utilising available internal and external information. 
Appendix G: The main intra-group services

The main services provided across BUs are IT infrastructure and support services between the Pru UK and NABU. Steps are being taken to limit the reliance on these services. PruCap provides treasury support to the Group and BUs, arising from its management of external banking facilities and debt financing. Asset management services are provided to the wider Group by M&G entities, PPM America, Inc. and Eastspring Investments. PPMG manage multi-asset funds and investment managers and provide strategic advice to Pru UK. 
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Source: Intra-group relationships: Debt, contingent Debt and Undertakings to Regulators, as of 2nd June 2017.
	#
	From
	To
	Description

	1
	PGDS UK One
	PGDS US One
	IT infrastructure and support services. PGDS UK One is more reliant on services provided by PGDS US One than vice versa.

	2
	PGDS US One
	PGDS UK One
	IT infrastructure and support services. PGDS UK One is more reliant on services provided by PGDS US One than vice versa.

	3
	PGDS UK One
	PruCap
	IT Infrastructure and support services

	4
	PSL
	PruCap
	PSL provides advice and support to PruCap on taxation matters including corporation tax, VAT, and employee taxation.

	5
	PruCap
	Pru Plc
	PruCap is responsible for performing the Group Treasury function.  This involves managing external banking relationships and assisting in debt financing for the wider Group. As part of this treasury service:
• Cash management as agent – bank deposits & spot FX
• Cash management as agent – specified investments (e.g. CDs, CP & Treasury bills)
• Collateral Management as agent 
• Advice on and entering into derivatives (including FFX) as agent
• Arranging and managing bank facilities and loans from banks
• Advice on arrangement of issue of debt securities
• Advice on and issuance of Commercial Paper 
• Liquidity risk management
In particular:
• PruCap has put in place committed line of £2.1bn with an external banking group and bilateral credit facilities totaling £0.5bn with five other banks.
• PruCap posts collateral to external counterparties in respect of derivatives transacted by Pru plc (where PruCap is an intermediary to the trade)
• PruCap transacts derivatives on behalf of other GHO companies to hedge cash remittances from the wider Group (in US and Asia).

	6
	PGDS UK One
	M&G
	IT Infrastructure and support services

	7
	PDL
	PGDS UK One
	PeopleSoft HR and financials

	8
	PGDS UK One
	PDL
	IT Infrastructure and support services

	9
	PDL
	PSL
	PeopleSoft HR & Financials

	10
	PSL
	PDL
	Solvency II and Group Finance systems

	11
	PGDS UK One
	M&G Real Estate
	IT Infrastructure and support services

	12
	PGDS UK One
	Prudential Polska Sp. z.o.o
	IT infrastructure and support services

	13
	PSL
	M&G, Eastspring [1]
	SLA signed with each of these businesses following the MSA agreement between PSL and Blackrock to implement Aladdin

	14
	PPMG
	PAC, PPL, PIA
	Risk/manage multi-asset funds, manage Investment Managers, provide strategic investment advice

	15
	PPMA
	PPMG
	Investment management Agreement 

	16
	M&G
	PPMG
	Day to day operations, i.e. Legal; Compliance; Fixed Income Front Office Services; Disaster Recovery; Information Risk Management ; Risk; HR; Investment Operations; Business Consultancy and Change, and Information systems

	17
	PPMG
	MAG IM Ltd

	PPMG employees are seconded to MAGIM for the purposes of undertaking management activities in relation to Capita 

	18
	M&G
	PPMG
	M&G provides middle and back office services to PPMG

	19
	M&G
	Prudential Plc, PCHL
	Investment management services

	20
	PHL
	Eastsprings Investments (HK) Ltd
	Tax, actuary, finance, HR, insurance management, IT, fund management, brand, comms and marketing, regional partnership distribution, insurance product management, integrated distribution and customer, legal, IA

	21
	PHL
	Eastsprings Investments (HK) Ltd
	To share funding responsibility for loads and fees chargeable by the funds offered at discount to staff

	22
	Eastspring
	PPMG
	Investment Management Agreement

	23
	PGDS UK One
	PAC
	Technology

	24
	PGS
	PSL
	Accounting Services Support, Tech Support, Actuarial Support, Consulting services support, Research support, Internal Audit support, Analytics services Support, SOx support

	25
	MAG IM Ltd, M&G Real Estate, PIMSA
	PPMG
	Investment management and agreement

	26
	PDL
	PSL
	UK Systems, e.g. General Ledger & Accounts Payable

	27
	Pru Cap
	PPMG
	Pru Cap staff are seconded to support PPMG in providing derivatives execution services to PAC .


Appendix H: Interconnectivity – Debt
 transactions
The Group’s main intra-group transactions relate to a limited number of loans or guarantees provided by Prudential plc to or from principal BU entities.
	#
	From
	To
	Size £’m
	Secured/
Unsecured
	Details

	1
	Prudential Plc
	Prudential Capital Holding Company Ltd
	4,081
	Unsecured
	Loans of surplus cash and on lent proceeds from external debt / commercial paper issuance.

	2
	Prudential Hong Kong Ltd. (PHKL)
	Prudential Assurance Company Ltd. (PAC)
	1,422
	Unsecured
	Loan in lieu of an intra group reinsurance arrangement between PAC and PHKL.

	3
	Prudential Plc
	Prudential Corporation Holdings Ltd. (PCHL)
	710
	Unsecured
	Old loans from Pru 6

	4
	Prudential Corporation Australasia Holdings Pty Ltd. (PCAHPL)
	Prudential Group Holdings Ltd. (PGHL)
	645
	Unsecured
	Loan of surplus cash at 6 month BBSW rate

	5
	Prudential Assurance Company (PAC)
	Prudential Plc
	553
	Unsecured
	Loan of surplus cash at 12 month GBP libor

	6
	Prudential Plc
	Prudential (US Holdco 1) Limited (PUSH1)
	436
	Unsecured
	On lend of net proceeds from debt issue

	7
	Prudential Plc
	Prudential Holdings Ltd. (PHL)
	403
	Unsecured
	Bancassurance payments

	8
	Prudential Assurance Company (PAC)
	Prutec Ltd.
	397
	Unsecured
	To fund investment in private equity investments and fund of funds

	9
	PruCap Singapore Pte Ltd.
	Prudential US Ltd. (PUSL)
	277
	Unsecured
	Core borrowings (principal of £275m + interest)

	10
	PruCap Singapore Pte Limited
	Staple
	267
	Unsecured
	Acquisition of Thanachart (THB)

	11
	M&G Limited
	Prudential Plc
	219
	Unsecured
	Net loan outstanding, of which (57)m is at 3 month GBP libor. Rest is at 12 month GBP libor.

	12
	PruCap
	Prudential Lifetime 
Mortgages Limited (PLML)
	125
	Unsecured
	Unsecured loan

	13
	Sri Han Suria Sdn Berhad
	PruCap Singapore Pte Limited
	121
	Unsecured
	This loan serves as a sinking fund for the purpose of redemption of the SHS’ preference shares held by PCHL which due in June 2018.

	14
	PruCap Plc
	Prudential Assurance Company (PAC)
	118
	Unsecured
	Refinance external contingent loan arrangements (Violin and Bassoon)

	15
	PCHL
	PruCap Singapore
	107
	Unsecured
	Acquisition of Thanachart. Proceeds on lent to Staple - included in above loan balance between PruCap SG and Staple.
On lent proceeds from SHS to PruCap SG also included here.


Appendix I: Interconnectivity – Contingent Debt
 Transactions
	#
	From
	To
	Size £’m
	Secured/
Unsecured
	Details

	16
	Prudential Holdings Limited
	Goldman Sachs on behalf of PCA Life Korea
	Unlimited
	Unsecured
	Indemnity out of losses arising out of services rendered in relation to disposal of 100% stake in PCA Life Korea

	17
	Pru Plc
	Pru Cap Plc
	Unlimited
	Unsecured
	Pru plc guarantees the obligations of Pru Cap to 21 major international banking groups under the ISDA master netting agreement

	18
	Pru Cap Plc
	Prudential Assurance Company Ltd. (PAC)
	Unlimited
	Unsecured
	Pru Cap has indemnified PAC funds in respect of losses arising from securities lending activity undertaken on their behalf by M&G (the agent for the underlying clients). In the case of counterparty default, liability is unlimited (e.g. credit losses which arise as a result of insufficient collateral being posted, any credit losses on reinvestment); in the case of operational losses for PAC, there is an aggregate cap in place of £7.5m.

	19
	Pru Cap Plc
	M&G securities Limited and Capita
	Unlimited
	Unsecured
	Pru Cap has indemnified Capita and M&G Securities Limited in respect of losses arising from securities lending activity undertaken on their behalf by M&G (the agent for the underlying clients). In the case of counterparty default, liability is unlimited (e.g. credit losses which arise as a result of insufficient collateral being posted, any credit losses on reinvestment); in the case of operational losses for life funds, the cap is £7.5m; and for M&G Securities and Capita it is £3m.

	20
	Pru Plc
	PAC
	Unlimited
	Unsecured
	New business support commitment, part of the back-to-back agreements relating to Project Redgrave.

	21
	PAC
	PHKL
	Unlimited
	Unsecured
	Two guarantees, both part of the back-to-back agreements relating to Project Redgrave. One relating to the treatment of potential tax rebates and another to misselling costs.

	22
	Pru Plc
	PHKL
	Unlimited
	Unsecured
	Part of the back-to-back agreements relating to Project Redgrave and maintaining solvency of PHKL.

	23
	Pru Plc
	PDL
	Unlimited
	Unsecured
	There is a parent company guarantee and indemnity given by Prudential plc to PDL and PDL can claim for losses excess of £100,000 caused by failure of PGDS to meet its obligations under the Service Agreement.

	24
	Pru PLC
	Prudential Financial Services Limited (PFSL)
	Unlimited
	Unsecured
	Letter of Support from Pru plc for PFSL to provide any funding that may be required to meet future liabilities.

	25
	Pru PLC
	Prudential Property Services Limited (PPSL)
	Unlimited
	Unsecured
	Letter of Support from Pru plc for PPSL to provide any funding that may be required by to meet future liabilities.

	26
	PACS
	Prudential Unit Trusts Ltd. (PUTL)
	Unlimited
	Unsecured
	Indemnity against all claims, losses and costs incurred as a result of any error, omission, negligence or fraud by a member of PACS’ staff, contractors or agents with regard to the renunciation of units/shares.  

	27
	Pru Plc
	PAC
	2,000
	Unsecured
	Capital support deed whereby Plc agrees to provide regulators capital to PAC when required, in particular in respect of the pension mis-selling undertaking.

	28
	Prudential Plc
	Mazaars on behalf of PUSL
	1,600
	Unsecured
	Liquidation of Prudential US Ltd.

	29
	Prudential Group Holdings Ltd.
	PWC on behalf of Prudential (Gibraltar) Ltd.
	1,021
	Unsecured
	Liquidation of Prudential (Gibraltar) Ltd.

	30
	M&G Real Estate (MGRE)
	Aviva insurance on behalf of Furnival Insurance Co.
	1,000
	Unsecured
	Guarantee and indemnity pursuant to the reinsurance arrangements entered into between Aviva Insurance Limited and Furnival Insurance Company PCC Limited. MGRE guarantees to Aviva all moneys and liabilities owing to Aviva by Furnival in relation to such reinsurance arrangements.             

	31
	Prudential Plc
	M&G Limited
	815
	Unsecured
	Prudential Plc has guaranteed M&G's lease obligations at 10 Fenchurch Avenue (including payment of rent and all other sums) through to September 2037.  

	32
	Pru Cap on behalf of Pru Plc
	PAC
	550
	Collateralised
	The Pru UK Insurance Operations companies have lent surplus monies to Pru plc. Pru Cap has guaranteed to repay the loans in the event the loans are recalled and Pru Plc has insufficient money to repay them. ("Project Meniscus")
Pru Cap uses its Bridge loan portfolio to guarantee the obligations of Pru Plc under the intragroup loans from  PAC and PRIL up to the guaranteed amount of £550m.

	33
	Prudential Group Holdings Ltd.
	Mazars on behalf of Brooke (Jersey) Ltd.
	405
	Unsecured
	Liquidation of Brooke (Jersey) Ltd.

	34
	Pru Cap Plc
	PAC
	Unlimited 
	Unsecured
	Indemnity from PruCap to PAC in respect of cash management and foreign exchange services carried out by PruCap employees by way of secondment arrangements with MAGIM.

	35
	Pru Plc
	PPMA employees on behalf of Brooke Holdings LLC
	205
	Unsecured
	Guarantee of the obligations of the employing company

	36
	Pru Plc
	JNL senior executives on behalf of Brooke Holdings LLC
	185
	Unsecured
	Guarantee of the obligations of the employing company

	37
	Prudential Plc
	PAC on  behalf of PSL
	122
	Unsecured
	Prudential has rental guarantees over a number of UK office properties until the expiry of the individual leases. 

	38
	Pru PLC
	St James' Place Capital (SJPC) on behalf of PDL
	60
	Unsecured
	Pru plc has approved to guarantee that PDL will meet its payment obligations to SJPC as they fall due.

	39
	Eastspring Singapore
	M&G Investment Management Ltd
	Unlimited
	Unsecured
	Deed of indemnity provided by ES SG pursuant to custodian facilities provided by MAGIM to ES SG

	40*
	Prudential Group Holdings Ltd
	Prudential Africa Holdings Ltd
	Unlimited
	Unsecured
	Parent company guarantee of the PAHL’s liabilities.

	41*
	Prudential Group Holdings Ltd
	Prudential Property Holding Ltd
	Unlimited
	Unsecured
	Parent company guarantee of the PPHL’s liabilities.

	42*
	Prudential Plc
	Prudential US Holdco 1
	Unlimited
	Unsecured
	Parent company letter of support to confirm that an additional capital in the company will be arranged in the event of future financing of PUSH.

	*Please note that we have added three additional letters of support, not covered by the interconnectivity analysis performed by the Group ERM team, as these are letters of support issued between GHO Central Companies entities. 


Appendix J: Interconnectivity – Undertakings to Regulators

	#
	From
	To
	Size £’m
	Secured/
Unsecured
	Details

	43
	Pru Plc
	M&G Real Estate Singapore
	Unlimited
	Unsecured
	Prudential plc provided a letter of undertaking to MAS in  May 2014. This was in connection to the M&G Real Estate Asia’s CMS license with MAS. The CMS license was granted effective 17 July 14.

	44
	Pru Plc
	HKIA on behalf of PHKL
	Unlimited
	Unsecured
	Part of the back-to-back agreements relating to Project Redgrave and maintaining solvency of PHKL.

	45
	Pru Plc
	HKIA on behalf of PGIHKL
	Unlimited
	Unsecured
	Part of the back-to-back agreements relating to Project Redgrave

	46
	Pru Plc
	IRDA (India) on behalf of  PCA
	Unlimited
	Unsecured
	Letter of support to the IRDA in respect of its continued support to ICICI Prudential

	47
	Pru Plc
	MAS on behalf of PACS
	Unlimited
	Unsecured
	Prudential PLC confirm to accept full responsibility for all operations of PACS, maintain sound liquidity and financial positions, provide PACS with any other forms of support, etc.

	48
	Pru Plc
	MAS on behalf of UOB Life
	Unlimited
	Unsecured
	Pru Plc enters into agreement to acquire shares in and obtain control of UOB (letter of responsibility signed 25 Jan 2010); Pru Plc confirms to accept full responsibility for all the operations of UOB, ensure sound liquidity, provide adequate funds to make up for liquidity shortfall in UOB, etc.

	49
	Pru Plc
	MAS on behalf of ES Singapore
	69
	Unsecured
	Letter of undertaking in relation to amongst other things capital support regarding MAS approving application by Prudential Asset Management (Singapore) Ltd  (now ES Singapore) to vary its Capital Market Services Licence.


Appendix K: Pru Africa Top Risks

	No.
	Top Risk
	Description
	Mitigation actions
	Monitoring Processes
	Exposed LBUs

	1
	Governance and regulatory risk
	The risk of non-compliance with local regulations, applicable international laws and regulations (in particular US Foreign Corrupt Practices Act and UK Bribery Act) and the Group's compliance and governance requirements. 
	The LBU teams have a Head of Compliance, responsible for ensuring compliance with local, international and Group regulations. The Regional team has a Head of Compliance and a Head of Financial Crime to assist the local team in awareness of international and Group regulations as well as managing this risk.

In particular the Group Corporate business line carries higher ABC risk given it is intermediated by brokers and procured by HR departments on behalf of the ultimate beneficiary. This line of business is subject to enhanced scrutiny, training, controls and audits, and any concerns are immediately escalated to Prudential Africa senior management.


	Each LBU Head of Compliance  acts as a central point of contact for the local regulator and compliance reporting. Where possible, the Regional and Group team assist in regulatory lobbying by providing resources, content and access. The LBU Heads also carry out a regular review of their compliance with local regulations. 

Financial Crime audits have been carried out in all businesses including an independent post transaction audit of the Nigeria business which raised no red flags.  
	This risk is material to all LBUs.

	2
	Security / Political risk
	The risk that the LBU is exposed to security risks such as physical security, cyber security, business continuity management, fraud and travel security amongst others. As a result of the markets in which the LBUs are located, there is an increased security risk from political instability . The business continuity risk is that the business fails to maintain the continuity of operations due to, for example, natural disasters, pandemic, facility failure, political/social unrest, system disruption, or from a lack of contingency and resiliency planning.
	The Regional team has a senior resource leading on security. 

As Nigeria has high security and travel risk ratings, a local head of security has also been hired.  In country security awareness training has been delivered to staff exposed to higher risks and will be expanded to include all staff, management and Board members. The LBU is also developing an  emergency response as well as a number of additional security risk mitigating activities.

Security and Travel security policies will be rolled out to all LBUs within 2018, taking into consideration country, security and travel risk rating profiles and LBU profile.

Fraud controls and agreed actions arising from the Fraud risk assessment being undertaken will be implemented.  Fraud training has taken place in the businesses and will be repeated in 2018.

All Prudential Africa LBUs have BCM plans which are at  various stages of implementation. 

In all LBUs the priority will be the storage and retrieval data, data recovery plan (DRP), business continuity plan (BCP), incident management plan (IMP) and health and safety of staff. 


	There is regular engagement amongst the LBUs, Regional team and Group Security on these risks.

In particular, there is an Africa Security Committee to review assessments of critical and non-critical sites. Regular reporting is done on BCM and Cyber security status by all LBUs.  


	This risk is material to all LBUs.

	3
	Administration processes (including accounting and financial controls)
	The risk that ineffective administration processes in our rapidly expanding LBUs lead to wrong decisions, poor customer service (and the attendant reputational risk), an inability to cope with the growth of the business, excessive cost growth, poor financial planning or financial loss caused by paying invalid claims/commissions.
	Prudential Africa is well-advanced with a project to select and implement a regional IT platform. In addition, Kenya has implemented an upgrade to its PAS system whilst Uganda has put in place a financial system . All LBUs are creating processes to address the gaps.
	The Regional team through dialogue, challenge and audit reports is working to ensure adequate controls are in place.
	This risk is faced by all LBUs to varying degrees, compounded by the lack of robust IT architecture at this stage. 

	4
	People
	The risk that we are not able to recruit people of sufficient capability and experience to continue to drive the growth of the business and its changing management needs.
	Pru Africa is developing its own set of development initiatives to build the capabilities of the local teams.
	The Regional HR team has started a talent mapping process to create a pool of prospective senior external candidates across all LBUs. 
	All LBUs

	5
	IT development
	The risk that IT solutions do not meet business needs, architecture is inappropriate due to failed development or is of insufficient reliability or adaptability.
	Prudential Africa is well-advanced with a project to select and implement a regional IT platform. In the meantime, Uganda and Kenya have implemented systems and other LBUs have created processes to mitigate against and address IT gaps.
	The Regional team has started a process of putting in place a Regional IT system which will help mitigate most of this risk.


	The risk is faced by all LBUs.

However, it is the most relevant for Uganda and Zambia.

	6
	Investment and Credit Risk
	Risk of investment losses or that investment targets (including those priced into products) will not be achieved. Both the income and value of investment assets on both the shareholder and policyholder accounts are at risk. In particular, most of the shareholder funds within the LBUs are kept in local bank deposits.
	All LBUs have adopted an investment risk and credit risk policies and have set up investment operating committees who have the mandate to ensure that investment targets are set relative to the liabilities that the respective business has, investment performance and credit risk is monitored on a monthly basis. 

Each LBU Board has an investment sub-committee which reviews investment performance and credit risk quarterly.  


	The Regional team carries out monthly monitoring of the credit exposures relative to approved limits across the region. The Regional team also sits in on LBU IOCs.

In all but two of our LBUs we have external investment managers in place. This ensures that the LBUs have access to current market information and reduces the risk of not meeting the targets which have been set. 

In Zambia and Nigeria, there is an internal investment function which supports the  businesses. Each LBU’s Board reviews credit and investment risk on a quarterly basis.
	All LBUs

	7
	Product pricing risk
	The risk that the assumptions used for pricing (financial and non-financial) are not accurate, leading to lower levels of profitability (or even losses) than planned.
	Prior to launching any product in any LBU the product goes through a regional approval committee which comprises the Africa CEO, the Africa Product Actuary and the Head of Compliance, Legal and Governance. A product policy is being implemented across the LBU’s and guidance provided to LBU’s on the terms of reference and areas of consideration for their product review committees. 
	Annual product profitability reviews are carried out for each product in each market. 

Where possible, we also use local consultants to ensure that we get access to local information.
	All LBUs

	8
	Intermediary risk
	The use of intermediaries (agents and brokers) for client acquisition and customer service provision. 

There is limited direct control over activities of the brokers and agents and yet their activities impact the organization as they represent Prudential.
	New agents  are paired with experienced agents/team leaders to ensure that quality of sales practice is maintained. In all our markets, compliance training is emphasised and agents must meet the required pass mark for the tests. 

All agents have regular refresher training on not just compliance issues but also products being sold. 


	In all LBUs agents are closely monitored. Where possible e.g. Kenya and Uganda, new agents are checked against local databases of dismissed agents. 

Welcome calls are done on all new individual business to ensure that clients are fully aware of the products they have purchased and help identify any miss-selling issues.  

The Pillar II staff in country are also trained to review and report any issues from submissions that they receive.

Complaints log are monitored and reviewed monthly as well to spot any trends. 

Speak-Out has also been implemented across all our LBUs which allows customers to make anonymous reports.
	All LBUs

	9
	Underwriting risk
	Even when products are correctly priced on average, claims in particular on Group business are volatile and the business is exposed to the tail risk of large losses which although not material to Prudential plc in extreme events could require a capital injection to an individual LBU. 

Zambia is also exposed to catastrophe risk from Group life schemes covering the mining region. The Nigerian business also have a large concentration of its Group Life business from International Oil Companies.   
	The severity of the claims on the LBU books is managed via reinsurance in which for each LBU there is a maximum retention per life.  For the Group health business in Zambia and Uganda, smart cards have been implemented to help curb overspending on individual limits and minimise fraud cases.

Catastrophe Reinsurance is being arranged for Zambia and Nigeria due to their large group life exposure. 
	Management monitors the claims ratio regularly and the regional team also reviews the reinsurance arrangement. 


	All LBUs

	10
	Economic risk
	This is the risk that the economies in which we are present do not perform as we expected. This includes significant changes to key economic indicators such as interest rate, inflation rate, exchange rate and GDP growth rate. This is material, as it impacts on Pru Africa strategy from determining sales levels to assumptions used for reserving.
	By building a portfolio of businesses across the continent, Prudential is diversifying its single-country macro risk.

Latest macro data is used in setting business plan, product pricing and investment strategies.
	At the quarterly board meetings, the CEOs, in their report, present an update on the economic indicators for their markets and give an indication of the impact of the trends on the strategy for the business as well as changes that might be needed. 
	All LBUs


Appendix L: Risk Identification Process

Top Down Risk Identification

The Group-wide Risk ID Framework is the set of processes by which GHO and BUs identify and maintain an up-to-date record of identified risks, both emerged and emerging, faced by the Group. Once a year both of these risk identification sources are evaluated for inclusion in the GHO Top Risk process which shall form a key role in the wider 2018 Group Top Risks review. It is acknowledged that any material operational risks related to the GHO central companies, primarily with respect to Prudential Services Limited (“PSL”) are reported to the newly established GHO Risk Committee on a quarterly basis. The operational risks reported to the Committee will also form a key input into the GHO Top Risk assessment.
Bottom Up Risk Identification

The objective of the bottom up risk identification process is to identify the universe of risks that could impact the financial condition or operating results for GHO. This includes both risks that can be quantified and modelled by the ICM as well as those that cannot, or are not, appropriate to model emerging risks etc. 

To ensure the bottom up risk identification exercise captured all material risks, the following qualitative and quantitative considerations were used to assess the completeness of this process: 

1. A review was undertaken to assess the relevance of the risks that were identified in the previous year, and whether they still remain relevant for 2018 (including identification and assessment of operational risk scenarios presented in Appendix B). 
2. Group Secretariat has provided confirmation on the legal entitiy structure charts (Section 4.1 GHO Companies Under Scope).

3. Group Actuarial provided risk driver record and undiversified ECap values for FY’2017 (Appendix A and F) for each modelled risk.
4. Group Finance supplied Group Risk with financial positions as of 1Q 2018 (Appendix C - E) and further information reflected in Section 7.1. 

5. Group Enterprise Risk Management provided GHO interconectivity diagram and intra-group relationships that form part of 2018 Recovery Plan (Appendix G-J) 

6. Pru Africa provided the ranking of top 10 areas of risk for Prudential Africa (Appendix K).

7. Group Investment Oversight provided assessment of valuation uncertainty risk  in respect of inflation-linked swap.
8. Following above points, discussions took place between key individuals from Group Risk and across other GHO functions to challenge the risks that GHO central companies may face and to broaden the scope and areas for risk identification relevant to GHO central companies. 

9. Risk management processes and/or other risk mitigation techniques were considered to ensure that risks which are not modelled are able to be managed effectively (e.g liquidty arrangements and intra-group transactions for PLC and the GHO central companies, refer to section 4.2 and 6.3.1). 
10. Group Risk provided compliance statement against the GwOS and SII Directive requirements (Appendix N).
Appendix M: Risk ID Process Timeline and Key Contributors


March 2018 

Group Operational Risk identifies modelling scenarios

May 2018

Group Secretariat confirms GHO Central Entities 
  

Group Finance provides the updated balance sheet and cash positions as of Q1’2018


Group Actuarial provides Group Risk with Risk Driver Record as of Q1’2018 and FY’17 ECR values 
June 2018             GHO Risk Committee approves the outcome of operational risk scenarios assessment

Group Risk (incl. ERM, FRM & ORM) reviews submissions on identified risks to query material changes seen vs. 2017 and provides an initial draft of Risk ID Methodology Specification for internal review and feedback
 July 2018

Group Risk (ERM) provides updated information supporting 2018 Recovery Plan
Sign off of Risk ID Methodology Specification by functional heads of ERM, Operational Risk & Governance, Capital Management & Modelling)
 September 2018 
TAC approves the final Risk Driver Record for the Group (including also GHO risk drivers)

 December 2018
STOC reviews the outcome of the Risk ID process.
To ensure the appropriate expertise is involved in the risk discussion process, Group Risk facilitated discussions/meetings between the risk owners (and their delegates) to identify GHO risks and capture the nature and characteristics of the risks to which the central company entities are exposed. 
APPENDIX N: Compliance Statement against the GwOS and SII Directive
Based on the following checklist, compliance has been met against the GwOS requirements:

	Check
	Bottom Up Identification
	Comments

	
	Process summary
	

	(
	4.1
	In line with the Group Risk Framework, each BU must undertake a bottom up risk identification exercise at least annually, for all entities for which it has ownership (as recorded in the Entity Structure Record). On a quarterly basis, and in accordance with Level 2 Article 233 (Article 121 of Directive 2009/138/EC), each BU shall review whether the Internal Model continues to cover all quantifiable risks within its scope. Where there are newly identified risks, the BU will discuss these and seek guidance from the Risk ID Steering Committee, where required. 

The bottom up risks identification exercise follows the steps below: 

1. Identify all risks which their business is exposed to (as set out in section 4.2);

2. Categorise these risks according to the GRF (as set out in section 4.3);

3. For each risk identified, establish the materiality of the risk, (see Section 4.4.2) and the quantitative assessment used to determine materiality (including assessments where a risk is deemed to be neither material nor modellable, see 4.4.1),  if the risk should be modelled in the ICM, and if it is to be modelled, the appropriate risk driver(s) to model the risk (as set out in section 4.4);

4. Only where relevant: record the input for unavoidable market risks (as set out in section 4.5);
5. Record the information above and sign off in the Risk Driver Record and Risk ID Methodology Specification, as appropriate (as set out in section 4.6).
	See sections 2, 4, 5 which cover: entities under scope, risk coverage per the GRF, Appendix A: GRF Categories and ICM Risk Universe, Appendix B: GRF Operational Risk Categories and Scenario Assessment; Appendix C-E for b/s and cash exposures relating to materiality and chapter 2 for signatory sign-off.

	(
	
	Each BU is required to develop a methodology for bottom up risk identification within the framework set out in this GwOS, documenting the approach in the Risk ID Methodology Specification.
	See Appendix L: Risk ID Process

	(
	
	For operational risks, the processes (as outlined in the 5 steps above) should follow the requirements and guidance set out in the Group Operational Risk Policy and Group Operational Risk Standards and be documented within the appropriate operational risk methodology specification document. 
	See section 6.2 for key operational risks.

	
	Identifying risks
	

	(
	4.2
	To ensure that BU risk identification is comprehensive, in that it considers the full universe of risks in the Risk Categorisation as required by the Group Risk Framework, subject to the overall principle of proportionality, BUs are required to carry out a risk identification process that:

· identifies all risks in the BU risk universe, including emerging risks, gross of any risk-mitigating hedging or reinsurance;

· is not constrained by current modelling capabilities;

· covers all lines of business; and

· Identifies, assesses and documents risks at a level of granularity that is consistent with the ability to classify risks according to the GRF categorisation and, where the risk is to be modelled in the ICM, ensures an appropriate risk driver can be established.  This is likely to be at various levels of granularity in each country and legal entity.
	See section 6.

We also note that PPMG, PGDS UK, M&G Investments, PPMA and Eastspring are not subject to the modelling requirements set out in sections 4.2 to 4.6. of the GwOS.

	
	Categorising according to the GRF
	

	(
	4.3
	BUs are required to categorise their identified risks according to the GRF risk categories. For risks already identified, this categorisation will already have been made but should be validated at least annually to identify any errors. For newly identified risks, BUs should ensure they are categorised consistently when compared to existing risk drivers.

For emerging risks, the categorization must include an assessment, which can be qualitative, of the level of development of understanding of the emerging risk’s dynamics (hazard, exposure and vulnerability).   This is, the categorisation must make clear for which of hazard, vulnerability and/or exposure there is a less developed understanding thus resulting in the risk being classified as emerging.
	See section 5 for risks split by GRF risk categories.

See also section 6.3 for other non-modelled risks identified.

	
	Establishing risk drivers
	

	(
	4.4
	BUs are required to assess whether a risk identified as part of the BU risk universe is required to be modelled within the ICM.  This assessment must take into account the following considerations (as set out in the sections below):

1. Whether the risk is quantifiable and it is appropriate to hold capital for the risk.

2. The materiality of the risk.

3. Whether the risk is contained in the standard formula SCR.

To ensure that the ICM risk universe covers all material risks, at least all of the following qualitative and quantitative considerations should also be referenced to assess completeness: 

4. The risks identified in the ORSA document.

5. The risks identified in the top down risk identification process (which considers the What-if functionality in the ICM to assess and identify risk scenarios that are potentially material on an economic capital basis). 

6. Risk management processes and / or other risk mitigation techniques to ensure that risks which are not modelled are able to be managed (e.g. risks not modelled because it is not appropriate to hold capital for the risk).

7. The quantitative contribution of each modelled risk to the SCR/ECR at the previous reporting date (or estimated at the current reporting date).

8. The change in Own Funds or Available Economic Capital (from recent Profit and Loss attributions), which is due to each risk.

9. Feedback from the independent model validation process.

The risks must be assessed based on both idiosyncratic effects and combined effects with other risks to the business.  E.g. falling interest rates may not cause significant responses to a line of business, but its contribution to the change in own funds may become significant when combined with equity market falls.

If it is assessed that the risk is to be modelled, a risk driver must be established for the risk. The risk driver will be included in the ICM risk universe.
	See section 5 and 6.6.
Appendix F: FY 2017 ECR for GHO Central Companies.

	(
	4.4.1
	BUs are required to establish whether a risk identified as part of its BU risk universe is quantifiable and whether it would be appropriate to hold capital as a mitigant against the risk.

If a risk is not quantifiable (e.g. strategic risk) and/or it is not appropriate to hold capital as a mitigant for the risk (e.g. liquidity risk), then the risk is not required be modelled within the ICM, but must still be recorded in the Risk ID Methodology Specification at the appropriate level of granularity (see Section 4.6.2).
	See chapter 5.

	(
	4.4.2
	If a risk is considered to be quantifiable and it is appropriate to mitigate the risk by holding capital then it needs to be considered whether the risk is material.  The risks in the BU risk universe, as documented in the Risk Driver Record, are to be classified according to the following defintions in relation to the (fully) undiversified ECR converted at current exchange rates where necessary

        < £5m  
 – Immaterial

≥ £5m < £20m   – Low materialty

≥ £20m < £100m 
– Medium materialty

≥ £100m  – High materiality

Material risks which are classified as “high” or “medium”, are quantifiable and have capital held against them must be modelled in the ICM.  Material risks which meet the same criteria but are classified as “low” must be modelled in the ICM unless TAC explicitly agrees to an exception.  Immaterial risks are not required to be modelled in the ICM.
	See Appendix C - E for b/s and exposures, Appendix F for FY 2017 ECR figures and sections: 5, 6 and 7.

	(
	4.4.3
	BUs are required to ensure that any material risks (low, medium or high) covered by the standard formula SCR modules or sub-modules are included as an appropriate risk driver.  

Note that if a risk is quantifiable, considered to be material and it is appropriate to hold capital as a mitigant for the risk, the risk must be modelled in the ICM even if it is not required to be covered by the standard formula (e.g. implied volatility risk drivers).

BUs should document (with analysis if appropriate) in the Risk Identification methodology specification any standard formula (sub-) modules that have not been identified as a risk exposure for a line of business.
	See Appendix A for GHO central Companies Risk Driver Record

	(
	4.4.4
	If, under these criteria, a risk does require modelling within the ICM, an appropriate risk driver (or risk drivers) should be established and recorded in the Risk Driver Record, in order to update the ICM risk universe. BUs must establish risk drivers at a sufficient granularity to enable the risk characteristics to be fully reflected in the ICM and consistent with the GRF categories. In particular, subject to proportionality, risk drivers should be defined at a product level where:
· the risk may act in opposite directions for different products such that both an increase and a decrease in the risk driver could reduce Own Funds, when applied to different products; and/or

· it is possible for some risk drivers to move in opposite directions for different products at the same time.

The granularity of risk drivers should allow for material cross-risk and cross-region correlations, taking into account that the RSG correlation matrix is generally defined at the ICM “risk family” level.
	See section 6 and Appendix A for GHO central companies Risk Driver Record

	(

	
	Where a risk driver is identified, but is not in the existing ICM risk universe, BUs are required to review the ICM risk universe (maintained by GHO) to assess whether any existing risk drivers are appropriate, or can be mapped to that appropriate to model the risk in the ICM. This should be documented within the Risk Identification Methodology Specification.
If existing risk drivers are not sufficient and a new one is needed, BUs are required to specify and document the new risk driver, to be requested and formally approved by TAC.

Sufficient information must be provided with the request of any new risk drivers, including, where appropriate:

· reference benchmark / index;

· capital, income or total return; and / or

· term / maturity / rating / moneyness.

New risk drivers should be defined with enough granularity for specifying the RSG output needed by the corresponding lite models.
BUs are required to ensure that any newly identified risk driver is assigned a sub-split such that the combination of currency, risk family and sub-split is unique within the ICM risk universe.  This naming convention is used to identify the RSG output required as an input to a lite model.  The required format is:

“Currency”_”ICM risk family”_”ICM sub-split”
For market risks, sub-splits should be used to identify separate indices that are required.  For insurance risks, sub-splits should be used to identify between funds/lines of business etc.  

For example, under UK equity, there might be a sub-split to distinguish between risk drivers linked to the FTSE 100 and those linked to the FTSE All-Share.
	See section 6.5 and the GHO central companies Risk Driver Record

	
	Risk margin requirements for ICM risk categorization
	

	(
	4.5
	The risk margin calculation requires that the reference undertaking captures unavoidable market risk, (except for interest rate risk) and underwriting, operational and reinsurance counterparty risks.

For the purpose of the risk margin calculation for the Pillar I SCR and Pillar II ECR calculations, all interest rate related risks, including interest rate volatility risk, should be assumed to be avoidable. Other market risks can be assumed to be avoidable if justified on the basis of proportionality.  Further details of the risks to be included in the risk margin are set out in “Pillar I GWOS – Risk Margin”. If a market risk is assumed to be partially or fully unavoidable, this should be recorded in the Risk Driver Record. The justification for the categorisation of unavoidable vs. avoidable market risk, and the assumed proportion of any market risk assumed to be unavoidable should be justified in the Risk ID Methodology Specification.
	See GHO central companies Risk Driver Record

	(
	
	The risk margin calculation requires a separation of counterparty risk arising from “…reinsurance contracts, arrangements with special purpose vehicles, intermediaries, policyholders and any other material exposures which are closely related to the insurance and reinsurance obligations…”, from other counterparty exposures (e.g. counterparty exposure arising from derivatives).  Therefore, the risk driver categorisation of counterparty risks is required to split into at least these two categories.
	See GHO central companies Risk Driver Record

	
	Governance and reporting
	

	(
	4.6.1
	After each bottom up risk identification exercise, the process for reporting the output and, if applicable, incorporating it into the ICM is as follows:

1. Responsibility for facilitating the production, completeness and consistency of the Risk Identification Methodology Specification rests with the BU risk function, who will assign responsibility for producing different components to subject matter experts in the 1st or 2nd lines of defence as appropriate.  Roles and responsibilities between 1st line and 2nd line, in respect to modelling, analysis, and approvals including escalation procedures in the case of disagreements, must be clearly outlined in the Risk Identification Methodology Specification. Once finalised, the Risk Identification Methodology Specification must be reviewed, challenged and approved by the BU risk committee.   
2. Following approval by the BU risk committee, BUs submit the Risk Identification Methodology Specification to Group Risk for review and to TAC for noting alongside the Risk Driver Record;  

3. BU actuarial teams update the Risk Driver Record where they deem that new or revised risk drivers are required as a result of the bottom up risk identification process.  These changes are submitted by the relevant BU technical committee to TAC for approval, alongside the supporting Risk Identification Methodology Specification.  If no changes are required TAC must also be informed (at least annually).

4. GHO actuarial consolidates the Risk Driver Records from all BUs, as approved by TAC, to form the Group-wide ICM risk universe for use in the ICM. 

5. Group Risk submits the Risk Identification Methodology Specification documents and consolidated ICM risk universe to the STOC for independent review and feedback.   
	This meth spec is compliant against 1, 2, 3 and 4 as of July 2018 and will be compliant against 5, when it is submitted to the STOC for independent review and feedback.

	(
	4.6.2
	This document should be produced at BU level (at LBU level for PCA, with a summary at BU level) and updated, as necessary, as part of each bottom up risk identification exercise (i.e. at least annually).   

The document must include an explanation of the granularity at which the exercise is carried out, the investigation process that was carried out to ensure that all risks the BU is exposed to have been identified and how the risk drivers are established.

As a minimum the document should cover, either directly or through reference to other documents:

· Scope and coverage of the exercise;

· The process followed during the investigation and the sign-off process, which may include:

· the aim of the investigation, including the products and geographies covered;

· the investigation methods, including justification for choice of method and any assumptions made;

· results and any conclusions drawn; and/or

· any further investigations that have been identified as required

· Details of the links with the top down risk identification exercise;

· For all identified risks (including emerging risks): 

· detailed definition of the risk;

· detailed explanation of the risk, including whether it is emerging (see Section 2.2.2) or emerged, and the products from which the risk arises 

· the materiality of the risk;

· explanation of how the risk interacts with other risks; 

· for modelled risks, explanation of the granularity at which the risk should be modelled, given its materiality and interaction with other risks;

· for market risks, details of the exposure and a recommendation of specific indices which would most closely reflect the identified risks  as well as commentary as to the nature and materially of any residual risk which would not be captured by those indices;

· for modelled risks, justification for newly identified risk drivers, which may include any categorisation decisions (e.g. which ICM risk categories or sub-splits to use);

· for market risks, unavoidable/avoidable/term dependent classification and evidence where relevant;

· any changes in categorisation decisions (e.g. which ICM risk categories or sub-splits to use, changing a risk from emerging to emerged status).

· An explanation of the mapping of identified risks to appropriate risk drivers

· Validations of the ICM risk universe that have been undertaken
	All areas listed as minimum requirements for content have been covered in this meth spec. However, given the nature and size of GHO as a business unit, the application of the GwOS will be applied in a proportionate manner. Simplification of processes may be made (if the overall quality of the outcome is maintained) and will be documented with the GHO Risk ID documentation.

	
	Risk driver record
	

	(
	4.6.3
	After each bottom up risk identification exercise, BUs must record emerged and modelable risks in the Risk Driver Record, according to the Risk Driver Record template (in spreadsheet form). Each BU must submit a single spreadsheet.
	See GHO central companies Risk Driver Record


Compliance against Solvency II directives, as detailed in the GwOS

	Check 
	Solvency II Directive Summary 
	Comments 

	
	Article 101 - Calculation of the Solvency Capital Requirement

	(
	Article 101 details requirements for the calculation of the SCR – regardless of whether the calculation is under the standard formula or using an internal model.  It details that the SCR calculation must cover “all quantifiable risks” and sets out a list of risks which must be covered at a minimum.
	See section 3.2 Risk ID GwOS Requirements, section 6.5 Required Risk Drivers, Appendix N: Compliance Statement against GwOS requirements.

	
	Article 105 - Calculation of the Basic Solvency Capital Requirement

	(
	Article 105 sets out the sub-modules that are used for the standard formula calculation of the SCR.
	See section 3.2 Risk ID GwOS Requirements, section 6.5 Required Risk Drivers, Appendix N: Compliance Statement against GwOS requirements.

	
	Article 121 - Statistical Quality Standards

	(
	To be compliant with Article 121, Prudential’s Internal Model must cover all material risk exposures within its business.  Therefore, Article 121 places a requirement on Prudential to identify all material risk exposures for their business.  

Requirements on the risks which must be contained within the ICM are derived from articles detailing the risks which must be taken into account by the Solvency Capital Requirement (SCR) calculation.  The SCR is calculated by the ICM and, therefore, any risk which must be considered in this calculation must be considered in the ICM.
	See section 3.2 Risk ID GwOS Requirements, section 6.5 Required Risk Drivers, Appendix N: Compliance Statement against GwOS requirements.

	
	Article 113

	(
	Article 113 details specific provisions for the approval of a partial internal model.
	See section 3.2 Risk ID GwOS Requirements, section 6.5 Required Risk Drivers, Appendix N: Compliance Statement against GwOS requirements.

	
	Article 44 - Risk Management

	(
	Article 44 describes the requirement for an effective risk management system including the strategies, processes and reporting procedures.
	See section 4 Scope and Coverage of Risk ID Exercise, section 5 Risk Coverage, Appendix M: Risk Identification Process, section 6 Risks Identified, section 2 for signatory sign-off, Appendix N: Compliance Statement against GwOS requirements.

	
	Article 45 – ORSA

	(
	Article 45 requires an own risk and solvency assessment to be carried out.
	See Appendix N: Compliance Statement against GwOS requirements.

	
	Level 2: Article 224 - Fit to the business

	(
	Article 224 sets out the design of the internal model
	See section 3.2 Risk ID GwOS Requirements, section 5 Risk Coverage, section 6.5 Required Risk Drivers, Appendix N: Compliance Statement against GwOS requirements.

	
	Level 2: Article 226 - Support of decision-making and integration with risk management

	(
	Article 226 lists the conditions that ensures that the internal model is widely used and plays an important role in the system of governance.
	See section 4 Scope and Coverage of Risk ID Exercise, section 5 Risk Coverage, APPENDIX M: Risk Identification Process, section 6 Risks Identified, Appendix N: Compliance Statement against GwOS requirements. 

	
	Level 2: Article 233 - Coverage of all material risks

	(
	Article 233 requires both a qualitative and quantitative assessment of the internal model and whether it covers all material quantifiable risks within its scope.
	See section 5 Risk Coverage, Appendix M Risk Identification Process, section 6 Risks Identified, Appendix A: Group Risk Framework Risk Categories and ICM Risk Universe, Appendix N: Compliance Statement against GwOS requirements.

	
	Level 2: Article 269- Risk management function

	(
	Article 269 details the tasks of a risk management function and the requirements that it must follow.
	See section 4 Scope and Coverage of Risk ID Exercise, section 5 Risk Coverage, Appendix M: Risk Identification Process, section 6 Risks Identified, section 7 Risk Considerations for 2018 and section 2 for signatory sign-off.


�This statement will be accurate in mid-July.


�To be confirmed by ERM.


�Risk Driver Record provided by Group Actuarial awaiting Yogash sign off.


�To be updated by ERM team in mid-July.


�To be updated by ERM team in mid-July


�To be updated by ERM team in mid-July.


�To be updated by ERM team in mid-July.
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